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 Exercise Overview  
Exercise Name EMI-Virtual Tabletop Exercise (VTTX): Cybersecurity 

Exercise Date, Time, 
and Location 

June 11 – 13, 2019 
Time (12:00 pm – 4:00 pm) 
Emergency Management Institute (EMI) 

Scope This exercise is a virtual tabletop exercise (VTTX) with a planned duration 
of four hours. The exercise will raise awareness of cyber risk 
management, cyber-related planning, and other issues related to cyber 
incident prevention, protection, and response.  

Core Capabilities Planning, Operational Coordination, Public Information and Warning, 
Cybersecurity, Intelligence and Information Sharing, and Operational 
Communications1 

Objectives  1. Increase cybersecurity awareness. 

2. Assess cybersecurity’s integration into an organization’s all-hazards 
preparedness. 

3. Examine cybersecurity incident information sharing, escalation 
criteria, and related courses of action. 

4. Examine cybersecurity incident management structures. 

5. Review cyber resources request and management processes. 

Threat or Hazard Cyber attack 

Scenario The exercise features three scenario modules focusing on cyber threats 
of increasing complexity and severity, beginning with general information 
on a potential security risk and culminating with the containment, 
eradication, and recovery from a cyber incident. 

Sponsor  Federal Emergency Management Agency (FEMA) – Emergency 
Management Institute (EMI) 

Department of Homeland Security (DHS) - Office of Cybersecurity and 
Communications (CS&C), National Cybersecurity and Communications 
Integration Center (NCCIC), National Cyber Exercise and Planning 
Program (NCEPP) 

                                                
1 DHS Core Capabilities (http://www.fema.gov/core-capabilities): Grouped into five mission areas, the 
National Preparedness Goal identified 32 core capabilities, which are distinct critical elements necessary 
to achieve the National Preparedness Goal. 
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Exercise Name EMI-Virtual Tabletop Exercise (VTTX): Cybersecurity 

Participating 
Organizations 

Federal, state, and local government agencies and whole community 
partners. 

Points of Contact  Douglas Khan 
Douglas.kahn@fema.dhs.gov 
301-477-7645 

DHS NCCIC NCEPP 
cep@hq.dhs.gov 
NCCICcustomerservice@hq.dhs.gov 
703-235-5729 
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General Information 
Participant Roles and Responsibilities 
The term participant encompasses many groups of people, not just those playing in the 
exercise. Groups of participants involved in the exercise, and their respective roles and 
responsibilities, are as follows: 

• Players. Players have an active role in discussing or performing their regular roles and 
responsibilities during the exercise. Players discuss or initiate actions in response to the 
simulated emergency.  

• Observers. Observers do not directly participate in the exercise. However, they may 
support the development of player responses to the situation during the discussion by 
asking relevant questions or providing subject matter expertise. 

• Facilitators. Facilitators provide situation updates and moderate discussions. They also 
provide additional information or resolve questions as required. Key Exercise Planning 
Team members may also assist with facilitation as subject matter experts (SMEs) during 
the exercise. 

• Evaluators. Evaluators are assigned to observe and document exercise activities. Their 
primary role is to document player discussions, including how and if those discussions 
conform to plans, policies, and procedures. 

Exercise Structure 
This exercise will be a multimedia, facilitated exercise. Players will participate in the following:  

• Introductions and exercise guidelines 
• Cyber threat briefing  
• Scenario modules: 

o Module 1: Preparation focuses on establishing cyber incident response capabilities 
and preventing cyber incidents. 

o Module 2: Detection and Analysis focuses on identifying initial indicators of a cyber 
incident, and analyzing and validating the incident. 

o Module 3: Containment, Eradication, and Recovery focuses on limiting damage 
from the incident and remediation actions. 

Each module begins with a multimedia update that summarizes key events occurring within that 
time period. After the updates, a series of questions will guide the facilitated discussion. 

Table 1: Exercise Schedule 

Time Activity 
12:00-12:25 pm Welcome, Introductions, and Guidelines (Field Sites and EMI) 
12:25-12:40 pm Cyber Awareness Briefing 
12:40-1:40 pm  Module 1: Preparation 
1:40- 2:40 pm Module 2: Detection and Analysis 
2:40- 3:40 pm Module 3: Containment, Eradication, and Recovery 
3:40- 4:00 pm Hot Wash and Closing Remarks 
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Exercise Guidelines 
• This exercise will be held in an open, low-stress, no-fault environment. Varying 

viewpoints, even disagreements, are expected.  
• Respond to the scenario using your knowledge of existing plans and capabilities, and 

insights derived from your training. 
• Decisions are not precedent setting and may not reflect your organization’s final position 

on a given issue. This exercise is an opportunity to discuss and present multiple options 
and possible solutions. 

• Assume cooperation and support from other responders and agencies. 
• Issue identification is not as valuable as suggestions and recommended actions that 

could improve prevention, protection, mitigation, response, and recovery efforts. 
Problem-solving efforts should be the focus. 

• Situation updates, written materials, and resources provided are the basis for discussion; 
there are no situational or surprise injects. 

Exercise Assumptions and Artificialities 
In any exercise, assumptions and artificialities may be necessary to complete play in the time 
allotted and/or account for logistical limitations. Exercise participants should accept that 
assumptions and artificialities are inherent in any exercise, and should not allow these 
considerations to negatively impact their participation. During this exercise, the following apply: 

• The scenarios are plausible, and events occur in the order they are presented. 
• Some adversary events that would occur in real life are not presented as scenario 

injects. 
• There is no hidden agenda, and there are no trick questions. 
• All players receive information at the same time. 
• The scenario is not derived from current intelligence.  

Exercise Hotwash and Evaluation 
Facilitators will lead a hotwash with participants at the end of the exercise to address any ideas 
or issues that emerge from the exercise discussions. Players will also be asked to complete 
Participant Feedback Forms. Evaluation of the exercise is based on the exercise objectives and 
aligned capabilities. The Participant Feedback Forms, coupled with facilitator observations and 
notes, will be used to evaluate the exercise and compile the After-Action Report (AAR).
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Module 1: Preparation 
Day 0: Business as Usual 
An average day in your organization, all key systems are operating normally. Intrusion detection 
systems and other preventative measures have: 

• Issued a normal amount of alerts 
• Blocked a typical number of suspicious emails 

 
Day 1: Heads Up 
You receive the normal threat intelligence briefings produced by your organization. One 
advisory discusses a third-party vendor exploitation. This exploitation allows attackers to 
remotely access and manipulate agency platforms, critical business information, personally 
identifiable information, and internal system processes. 
The advisory indicates that a built-in functionality of the application contains a vulnerability that 
was patched in 2016. However, the vulnerability continues to affect outdated and misconfigured 
systems. Some advanced hacking groups appear to have discovered a method to compromise 
web servers, leading to wider network compromise.2 

Module 1 Discussion 
Related Objectives 

• Increase cybersecurity awareness. 
• Assess cybersecurity integration into an organization’s all-hazards preparedness. 
• Examine cybersecurity information sharing, escalation criteria, and related courses of 

action. 
Expected Outcomes 

• List outcomes of the most recent cybersecurity risk assessment. 
• Develop a list of relevant cyber policies, plans, and procedures. 
• Develop a list of cybersecurity workforce training requirements. 
• Develop a list of cybersecurity threat intelligence sources and capabilities. 

Discussion Questions 
The following are suggested discussion questions. Based on your audience and general level of 
cybersecurity preparedness experience, participants can focus on a particular set of questions 
(Beginner, Intermediate, and Advanced) or a combination of questions from any particular 
group. 

All-Player Discussion Questions: 
1. What are your internal and external sources of cybersecurity threat intelligence? 

Examples include Federal Bureau of Investigation (FBI), fusion center, Industrial Control 
Systems Cyber Emergency Response Team (ICS-CERT), InfraGard, Multi-State 
Information Sharing and Analysis Center (MS-ISAC), National Cybersecurity and 
Communications Integration Center (NCCIC), United States Secret Service (USSS).  

a. What cyber threat information is most useful? What information is developed 
internally? What do you receive from external sources? 

                                                
2 Based on US-CERT Alert — TA16-132A. 
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b. Is the information provided timely and with sufficient context to be actionable?  
c. Who receives the information? How do they share it?  
d. Who is responsible for the big picture (e.g., collating information across multiple 

reports and sources)? 
2. How does your organization integrate cybersecurity into other preparedness efforts (e.g., 

plans, training, and exercises)?  
3. What actions would you or your organization take if alerts like those described in the 

scenario were received? 

Beginner Level Discussion Questions: 

1. Has your organization conducted a cyber risk assessment to identify organization-
specific threats and vulnerabilities? What are your most significant threats and 
vulnerabilities? What are your highest priority risks?  

2. Security awareness and training           
a. Does your organization provide basic cybersecurity awareness training to all 

information technology (IT) users, including managers and senior executives? 
b. How often is training provided? 
c. Are training and awareness provided to new employees before they access your 

information system?  
d. What security-related training does your organization provide to, or require of, IT 

managers, system and network administrators, and other IT personnel having 
access to system-level software? How often do they receive the training?             

Intermediate Level Discussion Questions: 

3. Discuss your current cybersecurity governance and plans.  
a. Describe your current cybersecurity-related policies.  
b. Have you completed a business impact analysis (BIA)? Does the analysis 

include IT infrastructure supporting mission essential functions identified in 
continuity of operations and continuity of government plans? 

c. Does your business continuity and/or disaster recovery plan include a prioritized 
list of IT infrastructure for restoration?  

d. How have IT-specific plans been coordinated with other planning efforts, such as 
an emergency operations plan or continuity of operations plan? 

e. Have your information security and emergency management staff jointly planned 
for cybersecurity incidents? 

4. Does your Emergency Operations Plan have a Cyber Incident Annex or similar 
component? When was it last revised? Who is responsible for maintaining the annex? 

Advanced Level Discussion Questions: 

1. Discuss your department’s essential functions and how they could be impacted by a 
cyber attack. 

2. Do you have processes to ensure your external dependencies (contractors, power, 
water, etc.) are integrated into your security and continuity planning and programs? 
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3. Discuss the role of cybersecurity in contracts with third-party support vendors and crucial 
suppliers. Have you discussed these types of concerns and risks with them? 
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Module 2: Detection and Analysis 
Day 4: Gone Phishing 
In recent months, the NCCIC received reports of multiple, ongoing, and likely evolving, mobile 
equipment software phishing campaigns targeting your state or sector.  
The NCCIC is aware of two ongoing phishing campaigns using “update notification” and “user 
verification notification” themes as intrusion methods. Both campaigns leveraged links contained 
in the alerts. One link exploited a recent Adobe Flash vulnerability (CVE-2017-0101) while the 
other involved downloading a compressed (i.e., .zip) file containing a malicious executable file. 
Both links involved are legitimate corporate or organizational sites that were compromised and 
are hosting malicious content. 
The alert provides general and phishing-specific mitigation strategies and countermeasures. 

Day 8: Facelift 
Your employees notice several unusual cosmetic changes to your website. Some employees 
question whether there has been a design error or possibly website defacement. They also note 
that a popular link directs personnel to an unrelated website. 

Day 9: Stay Safe and Secure…Update Now 
Several agencies/departments/offices within your organization report receiving notifications (via 
mobile device) related to your organization’s internal dashboard. The recipients are directed to a 
login page where they successfully enter credentials to “accept update.” Other employees, 
drawing on their cybersecurity awareness training, identify the notifications as suspicious and 
report them to their supervisor and the IT department.  

Day 10: Slow Motion 
Sixty percent of employees within your organization report their computers are running slower 
than normal (i.e., increased latency), including long shutdown times or a complete inability to 
shutdown without manual action. 

Module 2 Discussion 
Related Objectives: 

• Examine cybersecurity information sharing, escalation criteria, and related courses of 
action.  

• Examine cybersecurity incident management structures. 
Expected Outcomes: 

• Develop a list of internal and external detection and analysis resources and capabilities. 
• Identify cyber incident escalation criteria and planned notifications. 
• Identify coordination mechanisms for protective action decision making. 

Discussion Questions 
The following are suggested discussion questions. Based on your audience and general level of 
cybersecurity preparedness experience, participants can focus on a particular set of questions 
or a combination of questions from any particular group. 
All Player-Discussion Questions: 

1. What are your organization’s responsibilities for, and capabilities to prevent, cyber 
incidents?  

2. Would these events be identified as cyber incidents? If so, how? Who is responsible for 
detecting incidents?  
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Beginner Level Discussion Questions: 

1. Does your organization have requirements for employees to report suspected or 
confirmed cyber incidents? 

2. Who is responsible for network and information security management?  
3. How does your organization baseline network activity? How would you be able to 

distinguish between normal and abnormal traffic? 

Intermediate Level Discussion Questions: 

1. Do you have defined cybersecurity incident escalation criteria, notifications, activations, 
and/or courses of action?  

a. If so, what actions would be taken at this point? 
b. Would leadership be notified?  

Advanced Level Discussion Questions: 

1. What protective actions would you take across non-impacted systems or agencies? Who 
is responsible for protective action decision making? How are actions coordinated 
across departments/agencies? 

2. What resources and capabilities are available to analyze the intrusions:   
a. Internally? 
b. Externally though government partners? 
c. Through the private sector?  

3. Where does this incident fall within the incident severity schema for your organization?  
a. What, if any, additional notifications or actions would this prompt?  

4. Does your organization have formal or informal policies or procedures pertaining to IT 
account management? 

5. Do policies or procedures include protocols for establishing, activating, modifying, 
disabling, and removing accounts? 
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Module 3: Containment, Eradication, and Recovery 
Day 11: Lockbox 
Your help desk begins to receive an influx of calls from employees stating that they are locked 
out of their accounts and unable to log on. In many cases, employees have called back two or 
three times with the same issue, sometimes within minutes of an administrator unlocking their 
account. 

Day 12: Chatterbox 
A security researcher publishes a blog post reporting that chatter on a known hacker forum 
indicates the possible sale of either financial data or Personally Identifiable Information (PII). 
The chatter specifically references data strikingly similar to information your organization 
collects and maintains.  

Day 15: Script 
After the security researcher’s disclosure and your coordination with law enforcement, your IT 
manager conducts a review of the network logs. Your IT manager believes your organization 
may be hosting a website that has been compromised. Given that your shared web server has 
thousands of [PHP, ASP, ASPX, JSP, CFM, etc.] pages, an attacker may have planted a 
backdoor in any one, or more, of them. Your IT Manager has scanned the system and checked 
intrusion detection system logs but signature-based tools are coming up empty, prompting 
concern that the backdoor may be customized specifically for your environment.  

Day 16: Inquiring Minds 
10:00 a.m. ─ Several news agencies contact your organization seeking comment about the 
recent website defacements and alleged data exfiltration. 
1:00 p.m. ─ Your executives want to know: 

• The scope, scale, and impact of the incident; 
• The status of the response; 
• Attribution for the incident; 
• The projected costs for incident response and recovery; and 
• The next steps. 

Executives request regular daily briefings. 

Module 3 Discussion 
Related Objectives: 

• Examine cybersecurity incident management structures. 
• Review cyber resource request and management processes. 

Expected Outcomes: 
• Create a diagram of the incident management structure. 
• Develop a list of internal and external containment, eradication, and recovery 

capabilities. 
• Identify resource request processes. 

Discussion Questions 
The following are suggested discussion questions. Based on your audience and general level of 
cybersecurity preparedness experience, participants can focus on a particular set of questions 
or a combination of questions from any particular group. 
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All Player Discussion Questions: 
1. Who would manage the coordinated response to a cyber incident within your 

organization (including containment, eradication, and recovery actions)? 
2. What personnel or teams would support the response efforts? 
3. If your organization is unable to manage the incident internally, what processes are in 

place to request and manage additional resources (e.g., mutual assistance, state or 
federal resources)?  

4. At what point would you contact law enforcement, or expect law enforcement to contact 
you? 

Beginner Level Discussion Questions: 

1. What resources and capabilities are required to contain the incident? To gather 
evidence? To identify the attacker(s)? 

a. How are cyber resources defined?  
b. How will costs be documented and recovered? 

2. What cyber-related public information planning has occurred? Who is responsible for 
public information related to the incident? Have public information officers and other 
spokespersons been trained on cyber-specific terminology or otherwise prepared for a 
cyber incident? 

Intermediate Level Discussion Questions: 

1. Describe how the planned incident management structure will manage several 
significant incidents. 

2. If external resources are needed, how are they managed? How are costs tracked? 
3. Are plans or processes in place for deleting malware, disabling user accounts, and/or 

identifying and mitigating all vulnerabilities that were exploited? 
4. Are clean backups or other methods for rebuilding the system in place? 
5. Are processes and resources in place for evidence preservation and collection? 
6. How would you work with service providers and/or critical infrastructure partners to 

determine the incident is over? 

Advanced Level Discussion Questions: 

1. Would your legal department be involved to address potential liability issues? 
2. How does a law enforcement investigation impact containment, eradication, and 

recovery efforts? Are processes in place for evidence retention, to aid in potential 
prosecution of attackers? 

3. What cyber incident de-escalation planning has occurred? Are de-escalation criteria in 
place? Discuss coordination for reducing resources and reporting on the incident. Who 
makes the final decision that an incident is complete?  

4. Do you have a lessons learned and corrective action process in place? If so, who leads 
this process for a cyber incident? 
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Appendix A: Core Capabilities 
Core capabilities are distinct critical elements necessary to achieve the National Preparedness 
Goal (September 2015).They are highly interdependent and require users to utilize existing 
preparedness networks and activities, coordinate and unify efforts, improve training and 
exercise programs, promote innovation, leverage and enhance science and technology 
capacity, and ensure that administrative, finance, and logistics systems are in place to support 
these capabilities. The core capabilities serve as both preparedness tools and a means of 
structured implementation. All manner of incidents across the whole community have proven the 
usefulness of the core capabilities and the coordinating structures that sustain and deliver them.  
Core capabilities are essential for the execution of each of the five mission areas: Prevention, 
Protection, Mitigation, Response, and Recovery. The core capabilities are not exclusive to any 
single government or organization, but rather require the combined efforts of the whole 
community. 
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These five mission areas serve as an aid in organizing national preparedness activities and 
enabling integration and coordination across core capabilities. The mission areas are 
interrelated and require collaboration in order to be effective. The National Planning 
Frameworks and Federal Interagency Operational Plans expand on these relationships, to 
include how the mission areas and core capabilities are used to achieve the goal of a secure 
and resilient nation.  
These capabilities provide the foundation for development of the exercise design objectives and 
scenario. The purpose of this exercise is to measure and validate performance of these core 
capabilities. The following core capabilities are selected for this exercise: 

Common to All Mission Areas 
Planning - Conduct a systematic process engaging the whole community as appropriate 
in the development of executable strategic, operational, and/or community-based 
approaches to meet defined objectives. 
Public Information and Warning - Deliver coordinated, prompt, reliable, and actionable 
information to the whole community through the use of clear, consistent, accessible, and 
culturally and linguistically appropriate methods to effectively relay information regarding 
any threat or hazard and, as appropriate, the actions being taken and the assistance 
being made available. 
Operational Coordination - Establish and maintain a unified and coordinated 
operational structure and process that appropriately integrates all critical stakeholders 
and supports the execution of core capabilities. 

Prevention Mission Area 
Prevention includes those capabilities necessary to avoid, prevent, or stop a threatened or 
actual act of terrorism. It is focused on ensuring we are optimally prepared to prevent an 
imminent terrorist attack within the United States. 

Intelligence and Information Sharing - Provide timely, accurate, and actionable 
information resulting from the planning, direction, collection, exploitation, processing, 
analysis, production, dissemination, evaluation, and feedback of available information 
concerning threats to the U.S., its people, property, or interests; the development, 
proliferation, or use of weapons of mass destruction; or any other matter bearing on U.S. 
national or homeland security by federal, state, local, and other stakeholders. 
Information sharing is the ability to exchange intelligence, information, data, or 
knowledge among federal, state, local, or private sector entities, as appropriate. 

Protection Mission Area  
Protection includes capabilities to safeguard the homeland against acts of terrorism and man-
made or natural disasters. It is focused on actions to protect the citizens, residents, visitors, and 
critical assets, systems, and networks against the greatest risks to our nation in a manner that 
allows our interests, aspirations, and way of life to thrive. 

Cybersecurity - Protect against damage to, the unauthorized use of, and/or the 
exploitation of (and, if needed, the restoration of) electronic communications systems 
and services (and the information contained therein). 

Response Mission Area 
Response includes those capabilities necessary to save lives, protect property and the 
environment, and meet basic human needs after an incident has occurred. 
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Operational Communications - Ensure the capacity for timely communications in 
support of security, situational awareness, and operations by any and all means 
available, among and between affected communities in the impact area and all response 
forces.  
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Appendix B: Acronyms 
Table 2: Acronyms 

Acronym Definition 
AAR After-Action Report 
DoS Denial of Service 
CS&C Department of Homeland Security Office of Cybersecurity and 

Communication 
DHS U.S. Department of Homeland Security 
EMI Emergency Management Institute 
FBI Federal Bureau of Investigation 
FEMA Federal Emergency Management Agency 
ICS-CERT Industrial Control Systems Cyber Emergency Response 
ISAC Information Sharing and Analysis Center 
IT Information Technology 
MS-ISAC Multi-State Information Sharing and Analysis Center 
NCC National Coordinating Center for Communications 
NCCIC National Cybersecurity and Communications Integration Center 
NCEPP National Cyber Exercise and Planning Program 
NIPP National Infrastructure Protection Plan 
NIST National Institute of Standards and Technology 
NRF National Response Framework 
PII Personally Identifiable Information 
PPD Presidential Policy Directive 
TTX Tabletop Exercise 
US-CERT United States Computer Emergency Readiness Team 
USSS United States Secret Service  
VTTX Virtual Tabletop Exercise 
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Appendix C: Definitions 
Exploitation of Business Applications  
A business application or (business software) is any set of computer programs or software used 
to perform various business functions by business users.  
Business applications are used to perform business functions correctly, increase production, 
and quantify productivity. 
Security researchers have discovered indicators of exploitation against organizations worldwide 
affected by vulnerabilities related to outdated or misconfigured business applications. 
Source: https://www.us-cert.gov/ncas/alerts/TA16-132A  

Spear Phishing 
A spear phish attack is a virtual trap set by cyber thieves that uses official-looking notifications 
to lure victims to counterfeit websites as a hoax. 
Instead of casting out thousands of notifications randomly, hoping a few victims will bite, spear 
phishers target select groups with something in common. For example, the victims may work at 
the same company, bank at the same financial institution, attend the same college, or order 
merchandise from the same website. The notifications are ostensibly sent from organizations or 
individuals that potential victims would normally receive messages, alerts, texts, or emails from, 
making them even more deceptive. 
First, criminals need some inside information on their targets to convince them the notifications 
are legitimate. They often obtain information by hacking into an organization’s computer network 
or sometimes by combing through other websites, blogs, and social networking sites. Then, the 
criminals send messages containing links that appear to be authentic to targeted victims, 
offering various explanations to legitimize their need for personal data. Finally, the victims are 
asked to click on a link inside the message that takes them to a deceptive website, where 
victims are asked to provide passwords, account numbers, user IDs, access codes, PINs, etc. 
Source:  https://usa.kaspersky.com/internet-security-center/definitions/spear-phishing 

Personally Identifiable Information (PII) 
PII is any information about an individual maintained by an agency, including: 

• Any information that can be used to distinguish or trace an individual’s identity, such as 
name, social security number, date and place of birth, mother’s maiden name, or 
biometric records; and  

• Any other information that is linked or linkable to an individual, such as medical, 
educational, financial, and employment information. 

Source: http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf 

Denial of Service (DoS) Attack  
In a denial-of-service (DoS) attack, an attacker attempts to prevent legitimate users from 
accessing information or services. By targeting your computer and its network connection, or 
the computers and network of the sites you are trying to use, an attacker may be able to prevent 
you from accessing email, websites, online accounts (banking, etc.), or other services that rely 
on the affected computer. 
An attacker can use spam email messages to launch a similar attack on your email account. 
Whether you have an email account supplied by your employer or one available through a free 

https://www.us-cert.gov/ncas/alerts/TA16-132A
https://usa.kaspersky.com/internet-security-center/definitions/spear-phishing
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf
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service such as Yahoo or Hotmail, you are assigned a specific quota, which limits the amount of 
data you can have in your account at any given time. By sending many, or large, email 
messages to the account, an attacker can consume your quota, preventing you from receiving 
legitimate messages. 
Source:  https://www.us-cert.gov/ncas/tips/ST04-015 
 
 

https://www.us-cert.gov/ncas/tips/ST04-015
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Appendix D: Additional Case Studies 
Hollywood hospital pays $17,000 in bitcoin to hackers 
Hollywood Presbyterian Medical Center paid a $17,000 ransom in bitcoin to a hacker who 
seized control of the hospital's computer systems and would give back access only when the 
money was paid. The assault on Hollywood Presbyterian occurred February 5, 2016, when 
hackers using malware infected the institution's computers, preventing hospital staff from being 
able to communicate from those devices, as reported by Chief Executive Allen Stefanek. 
Stefanek went on to describe how the hacker demanded 40 bitcoin, the equivalent of about 
$17,000. The malware locks systems (CryptoLocker) by encrypting files and demanding ransom 
to obtain the decryption key. The quickest and most efficient way to restore systems and 
administrative functions was to pay the ransom and obtain the decryption key. 
 

Source: http://www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-
20160217-story.html 

 
Identity Thieves Used Leaked PII to Steal ADP Payroll Information 
Cybercriminals accessed a W-2 portal maintained by payroll company ADP to glean sensitive 
information about employees at a handful of companies. The company is stressing that the 
company itself wasn’t hacked, but that it appears identity thieves may have been able to create 
ADP accounts in the names of victims using previously leaked PII. The problem ADP claims 
was a self-service registration portal that allowed attackers to set up fraudulent accounts in the 
names of employees at those undisclosed companies. An investigation carried out by the 
company determined that attackers likely pieced together information on victims using other 
information published about them online. Any individuals who had their W-2 information 
compromised, likely had their information compromised previously. Getting into the portal in the 
first place requires an access code unique to companies. ADP believes attackers targeted 
employees who had yet to sign up for the service. They gathered access codes from unsecured 
public websites of the companies and then either employees’ dates of birth, employee numbers, 
or social security numbers, information that was either stolen via malware, or also published 
online, to gain access to the portal. 
 

Source: https://threatpost.com/identity-thieves-used-leaked-pii-to-steal-adp-payroll-info/117842/ 
 
Office of Personnel Management Data Breach  
One of the biggest hacks of sensitive information was the hack on the Office of Personnel 
Management (OPM). OPM detected a cyber intrusion affecting its IT systems and data. OPM 
estimated that a total of 21.5 million people had their social security identification numbers and 
other sensitive information stolen in the hacking incident, which occurred in April of 2015.  
Investigators ultimately determined that 19.7 million applicants for security clearances had their 
social security numbers and other personal information stolen and 1.8 million relatives and other 
associates also had information taken, according to OPM. That includes 3.6 million of the 
current and former government employees for a total of 22.1 million people.  
OPM Director Katherine Archuleta stated, “Protecting our Federal employee data from malicious 
cyber incidents is of the highest priority at OPM. We take very seriously our responsibility to 
secure the information stored in our systems, and in coordination with our agency partners, our 
experienced team is constantly identifying opportunities to further protect the data with which we 
are entrusted.” In addition to the 22.1 million social security numbers and sensitive information, 
5.6 million finger print records were also stolen.    

http://www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-20160217-story.html
http://www.latimes.com/business/technology/la-me-ln-hollywood-hospital-bitcoin-20160217-story.html
https://threatpost.com/identity-thieves-used-leaked-pii-to-steal-adp-payroll-info/117842/
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Sources: 

• https://www.opm.gov/news/releases/2015/06/opm-to-notify-employees-of-cybersecurity-
incident/ 

• https://www.opm.gov/news/releases/2015/07/opm-announces-steps-to-protect-federal-
workers-and-others-from-cyber-threats/ 

• https://www.wired.com/2016/10/inside-cyberattack-shocked-us-government/ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.opm.gov/news/releases/2015/06/opm-to-notify-employees-of-cybersecurity-incident/
https://www.opm.gov/news/releases/2015/06/opm-to-notify-employees-of-cybersecurity-incident/
https://www.opm.gov/news/releases/2015/07/opm-announces-steps-to-protect-federal-workers-and-others-from-cyber-threats/
https://www.opm.gov/news/releases/2015/07/opm-announces-steps-to-protect-federal-workers-and-others-from-cyber-threats/
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Appendix E: Feedback Form 
 

Exercise Name:  
Thank you for participating in this exercise. Your observations and comments are greatly 
appreciated and provide invaluable insight that will better prepare our nation against threats and 
hazards. Any comments provided will be treated in a sensitive manner and all personal 
information will remain confidential. 

Part I General Information 
Name (voluntary):  

Agency/Organization Affiliation: 

Position Title: 

Exercise Role:   Player      Observer      Planner      Evaluator 

Part II Exercise Design 
Please rate, on a scale of 1 to 5, your overall assessment of the exercise relative to the 
statements provided, with 1 indicating strong disagreement and 5 indicating strong agreement. 

Table 3 Standard Exercise Feedback 

Assessment Factor Strongly 
Disagree 

Strongly  
Agree 

The exercise scenario was plausible and realistic.  1      2      3      4      5 

Exercise participants included the right people in terms of 
level and mix of disciplines.  

 1      2      3      4      5 

After this exercise, I feel more prepared to contribute to 
reducing cybersecurity risk within my organization. 

 1      2      3      4      5 

This exercise provided value to my organization.  1      2      3      4      5 

The exercise material provided was useful.  1      2      3      4      5 
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 Please rate, on a scale of 1 to 5, whether the following exercise objectives were achieved. 

Table 2 Exercise Objectives 

Assessment Factor Strongly 
Disagree 

Strongly  
Agree 

Objective 1: Increase cybersecurity awareness.  1      2      3      4      5 

Objective 2: Assess cybersecurity’s integration into an 
organization’s all-hazards preparedness. 

 1      2      3      4      5 

Objective 3: Examine cybersecurity incident information 
sharing, escalation criteria, and related courses of action. 

 1      2      3      4      5 

Objective 4: Examine cybersecurity incident management 
structures. 

 1      2      3      4      5 

Objective 5: Review cyber resources request and 
management processes. 

 1      2      3      4      5 

Part III Exercise Observations 
1. The following are one (1) strength and one (1) area for improvement for your 

organization identified during this exercise: 
Strength: 
 
 

 

Area for Improvement:  
 
 

 

2. Based on this exercise, the next steps my organization will take to improve their 
cybersecurity posture are: 
 

 

 

3. Please provide any recommendations on how this exercise or future exercises 
could be improved or enhanced: 

 

 
 


	June 11 - 13, 2019
	EMI Virtual Tabletop Exercise (VTTX) Cybersecurity
	Exercise Overview
	General Information
	Participant Roles and Responsibilities
	Exercise Structure
	Exercise Guidelines
	Exercise Assumptions and Artificialities
	Exercise Hotwash and Evaluation

	Module 1: Preparation
	Day 0: Business as Usual
	Day 1: Heads Up
	Module 1 Discussion
	Related Objectives
	Expected Outcomes
	Discussion Questions

	All-Player Discussion Questions:
	Beginner Level Discussion Questions:
	Intermediate Level Discussion Questions:
	Advanced Level Discussion Questions:

	Module 2: Detection and Analysis
	Day 4: Gone Phishing
	Day 8: Facelift
	Day 9: Stay Safe and Secure…Update Now
	Day 10: Slow Motion
	Module 2 Discussion
	Related Objectives:
	Expected Outcomes:
	Discussion Questions

	All Player-Discussion Questions:
	Beginner Level Discussion Questions:
	Intermediate Level Discussion Questions:
	Advanced Level Discussion Questions:

	Module 3: Containment, Eradication, and Recovery
	Day 11: Lockbox
	Day 12: Chatterbox
	Day 15: Script
	Day 16: Inquiring Minds
	Module 3 Discussion
	Related Objectives:
	Expected Outcomes:
	Discussion Questions

	All Player Discussion Questions:
	Beginner Level Discussion Questions:
	Intermediate Level Discussion Questions:
	Advanced Level Discussion Questions:

	Appendix A: Core Capabilities
	Common to All Mission Areas
	Prevention Mission Area
	Protection Mission Area
	Response Mission Area

	Appendix B: Acronyms
	Appendix C: Definitions
	Exploitation of Business Applications
	Spear Phishing
	Personally Identifiable Information (PII)
	Denial of Service (DoS) Attack

	Appendix D: Additional Case Studies
	Hollywood hospital pays $17,000 in bitcoin to hackers
	Identity Thieves Used Leaked PII to Steal ADP Payroll Information
	Office of Personnel Management Data Breach

	Appendix E: Feedback Form
	Exercise Name:
	Part I General Information
	Part II Exercise Design
	Part III Exercise Observations
	1. The following are one (1) strength and one (1) area for improvement for your organization identified during this exercise:
	Strength:
	Area for Improvement:

	2. Based on this exercise, the next steps my organization will take to improve their cybersecurity posture are:
	3. Please provide any recommendations on how this exercise or future exercises could be improved or enhanced:



